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Abstract
To locate the attack origins, the traditional routers have to be enhanced

with tracing service. The enhance routers are referred to as tracers. This project
explores the tracers deployment problem for IP traceback methods how many and
where the tracers should be deployed in the network to be effective for locating
the attack origins. The minimizing the number of tracers deployment problems
depended on locating the attack origins are defined. The problem is proved to
be NP-complete. A heuristic method which can guarantee that the distance between
any attack origin and 1ts first met tracer should be within an assigned distance
1s proposed. The upper bound for the probability of an undetected attack node
can be calculated in advance and used it to evaluate the number of tracers needed
for the proposed heuristic method. Extended simulations are performed to study
the performance of the tracer deployment. To study the filtering ability of a
router or switch, we also implement a PC-based switch with functions of firewall,
filtering and duplicating packets.
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