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The coming of the information age brings out the importance of the computer
networks security problems. However, many situations are not well-resolved in the
tradition network architectures. This project plans to develop a new network
architecture utilizing active network structures to replace the traditional network
architecture. This new structure is expected to be highly compatible with the
traditional network architecture. It’s also expandable and with low cost since it can
coexists with the current traditional networks.

This project covers the research of various services, i.e. traditional network
services, installation services, intrusion detection services, filtering services, etc that
can be provided in the network security field.

Keyword: DoS, worm spreading, active network, response mechanisms, Active
Network Security Immune System
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Computer networks have brought convenience to many people and change the
life styles of human beings greatly. However, the popularity of Internet has seriously
intensified the computer security problems at the same time. The denial of service
(DoS) attacks have especially received wide attentions due to the reason that it’s hard
to predict, prevent, and respond to this type of attacks. All the existing security
techniques or solutions such as security authentication, data encryption, antivirus
software, firewall, and intrusion detection systems cannot defend the computer
systems from DoS attacks and its transformations effectively.
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The purpose of this research is to propose and implement an active network
based security system with a new high detection rate technique and new response
mechanism. This system is a compatible, scalable and practical network framework. It
copes with any type of DoS, including novel worm spreading. Moreover, it has the
same characteristics as creature and its immune system. The system not only
improves the security of network system substantially, but also reduces the cost of
management and maintenance by a wide margin.
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The DoS, DDoS, and worm DoS have caused a great loss since its first
appearance. DoS would make victim or network taken out of commission by sending
flurry packets to victim and cause victim to consume their system resources like CPU
and memory or network bandwidth. DoS had evolved to Distributed Denial of Service
(DDoS) attack. Cracker scans computers over Internet randomly by robot program to
see if there are vulnerable computers. The robot program will embed Trojan horse
program on these vulnerable computers and make them become intermediary attacker.
Those intermediary attackers will start up DoS using above way to attack victim at
predefined time or when receiving cracker’s command. The DDoS has more
destructive power than DoS because the number of DDoS intermediary attackers is
much more than one DoS attacker. The newest generation of DoS is worm DoS.
Usually, there are only a few worm do DoS itself, but worm spreading that causes
server or whole network system paralyzed can be seen as DoS too. Worm spreading
sends packets al the time and has amplifying effect. Even the anti-spam email
system and firewall cannot detect worm emails or block the all the worm DoS attacks.
All existing security defense mechanisms don’t work well for these types of attacks.

Passive networks which we use today can only forward packets while active
networks are able to do computation and process packets before forwarding them; for
example, they can copy the packets, modify the context of packets, then reroute or
re-forward the packets. That is, active networks are programmable. Because of this,
active networks are capable of solving many problems which passive networks can’t
such as vulnerability. The main problems of active networks are the throughput and
the security. Most security researches based on active network are done through active
routers. If there are some passive routers in the network, then the effect will be
cut-rate or become inapplicable.

Here are the steps that most network security systems operate nowadays. 1.
Computers collect data and logs security event automatically. 2. Computer would
make judgments from the collected data and then advises administrators. 3.
Administrators re-examine the judgments done by computers and solve the problem
thoroughly. It’s obvious that almost al important steps are ill tackled by
administrators for network security systems today. This consumes too much man
power and costs too much in terms of management effort.



In order to establish afull defense mechanism to cope with DoS and its variants,
we considered every situation of each type DoS attack. We implemented an active
switch and some security services in order to prove the practicality of our system’s
framework and the detective techniques. The four security services implemented are
detection service, filter service, dert service, and mail service. We setup a simulative
network environment to experiment the throughput of our active switch and the
accuracy of detection service and then compare the results with those from Hogwash
system. The experimental results show that our detection services and filters can
block all worm packets without any false positives. Our active switch can produce the
throughput of active network up to 100Mbs and can coexist with passive network
perfectly. Our aert service implements the mechanism of sending warning message to
malicious packet sender and the mail service implements the mail sending
authentication mechanism. These new mechanisms not only warn user that his
computer is infected by worms but also solve the problem of worm spreading through
email. The experiments also showed our active switch has superior performance than
Hogwash can do

Our system sends the warning message when under attacks not only to the
infected computer but also to the network administrators; therefore, users who use the
infected computer will know that their computers are sending malicious packets and
have been blocked. To inform users is a very important thing. To the cracker, these
messages can warn them the security system was found what they did and make them
give it up. To the victims, these messages can tell them their system has such
problems and can let them to repair their systems.

The procedures of this system, such as blocking attack even when it is novel,
attack response, and post processes including restituting, generating signature
database, and updating the database are all done automatically just like creature and
its immune system do. Therefore, our system is a compatible, scalable, and practical
network security framework.
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In conclusion, the proposed platform has been proved to be with the following

advantages:

1. It improves the security of network system substantially since it can cope
with any type of DoS, including novel worm spreading. The detection
service is with high detection capability and without false positives.

2. It reduces the cost of management and maintenance by a wide margin due
to the fact that it has the same characteristics as creatures and their immune
systems that automatically generates signature database, and updates the
database.

3. It can coexist with passive networks seamlessly so this framework can be
combined with any existing network without modifying or upgrading the



existing equipments.
The above proves that our system is aacompatible, scalable, and practical network
security framework.
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This research has been conducted according to the origina plan. It has
achieved the goal set that is to study and implement an active network based security
system for DoS attacks with a new high detection rate technique and new response
mechanism. This system is aso a compatible, scaable and practical network
framework that can be applied to current network without the need to upgrade any
existing network equipment. A paper has been published as aresult of this research.
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