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Abstract
To solve the DoS/DDoS problems efficiently, the first thingsisto locate the attack origins and

then cooperate the filtering-enabled routers nearby to filter the abnormal packets in time. But the
origina routers can’t provide these functions such as tracking, filtering, and etc. They have to be
enhanced with additional functionsto defense DoS/DDoS attacks. We refer the enhanced routers to
astracers. According to the characteristic, cost and necessity of tracers, we classify and select three
kinds of heterogeneous tracers, namely tunneling-enabled tracers, marking-enabled tracers and
filtering-enabled tracers to defense DoS/DDoS attacks. The tunneling-enabled tracers have the
lowest cost than the others and they can alter the path of the passing packets to destination easily.
In this project, we study how to use tunneling-enabled tracers efficiently to forward packets to the
best candidate of marking-enabled tracers or filtering-enabled tracers for locating attack origins
and filtering abnormal packets in time. Four methods are proposed and compared with the optimal
solution. The fourth method with the assistance of marking-enabled tracers has the best
performance by simulation result.
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Abstract— Network security problems emerge in an endless
stream and cause the inestimable damage. To solve network
security problems efficiently, it is not enough to make good
protection at nodes or protect networks from outside attacks.
Many network security problems should be solved efficiently in
collaborative approaches which can integrate various resources
over internet to defense network security. In this paper, we
have designed and implemented a collaborative network security
platform based on P2P system. The nodes participated in the
P2P system can publish their designed defensible services against
network security problems. Based on the published services,
collaborative network applications can be developed easily to
solve the network security problems on demand. An experiment
against TCP SYN flooding attack is demonstrated by the de-
signed defensible services including packets sniffing, forwarding,
filtering, and logging services, which can trace the attack origins
and filter malicious traffic efficiently.

Keyworkds— P2P, Collaborative Network Security

I. INTRODUCTION

Network security problems emerge in an endless stream
and cause inestimable damage. To solve Network security
problems, it is not enough to make good protection at nodes
or just set firewall or IDS (Intrusion Detection System) to
protect edge networks from outside attacks. Many network
security problems should be solved efficiently in collaborative
approaches which can integrate various defensible resources
over internet. For example, to find attack origins, the tech-
nology of IP traceback [1], [2] needs to cooperate among the
enhanced routers or nodes which can provide tracing service
such as logging the passing packets or marking their address
into them. It is a trend and challenge how to integrate possible
resources over networks and apply them to solve the various
of network security problems.

Many serious network security problems are caused by
Distributed Denial of Service (DDoS) ([3], [4]) attacks and
virus worms-spreading. DDoS attacks always paralyze the
services which network nodes can provide and occupy the
network bandwidth by flooding volumes of traffic to the
victims. One attack node may contribute low-rate malicious
traffic but attack traffic from widely distributed attack nodes is
aggregated toward to the victim. Typical single-point defense
system near attack origin, setting IDS at the entrance of
individual edge networks, can not recognize low-rate attack
traffic destined to victim. For the similar reason, single-point
worms monitoring can not detect the signature of worms

*This research was supported by the National Science Council, Taiwan,
R.O.C., under grant NSC 97-2221-E-216-035.
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fast and prevent worms spreading effectively. Therefore, these
facts show how important that the cooperation among defense
systems over internet is.

To defense DDoS attacks and worm containment from
internet, some collaborative approaches [5-8] are proposed
in literatures. They focus on integration of IDSs or worm
monitoring over internet to coordinate distributed detection
and defense activity. In [5], a DHT-based chord [9] P2P system
is used to integrate IDS (snort [10] or Bro [11]) for fast worm
containment and prevent flooding attacks. In [6], an "Wormi-
nator” platform is implemented, in which the alter information
is detected by the Antura network detection system [12] and
encoded in Bloom Filters [13] for sharing in multiple domains.
The global alter information can speed up to identify where
the malicious traffic is from. In [7], the distributed detection
module of DDoS attacks is deployed at transit routers. In each
ISP, a server named as CAT (change aggregation trees) takes
responsibility to aggregate the flooding alters from routers. A
tree-based CAT tree is constructed for fast detecting DDoS
flooding attacks. In [8], a DHT-based Pastry protocol [14] is
adopted to cooperate multiple IDS against DDoS attacks.

From the discuss as above, we note that P2P overlay
networks can promise to exploit the distributed defensible
resources against network security problems. But the proposed
collaborative defense systems in literatures only focused on
internet security problems and the defensible resources are
limited to complex IDS or worms-monitoring systems. We
know the attack origins are hidden in some intranet finally.
The practical and fundamental problem is how to solve the
network security problems in intranet. It can be expected that
network security problems could be solved efficiently when
more possible resources are involved. The defensible resources
integrated by P2P system should contain all possible resources
including routers/switches with traceable function, firewalls,
IDS, and even the personal computers (PCs).

In this paper, we have designed and implemented a collabo-
rative network security platform based on P2P system to solve
intranet network security problems especially. Ubiquitous PCs
are the main member of the proposed platform. The joining
nodes in the p2p system can design defensible services and
publish them for sharing under secure control. Based on
the published services, collaborative network applications can
be developed easily to solve the network security problems
on demand. To let PC nodes with defense ability, we have
designed defensible services including packets sniffing, for-
warding, monitoring, and filtering services. An experiment
against TCP SYN flooding attack is demonstrated by the
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designed services, which can trace attack origins and filter
abnormal traffic efficiently. To our best knowledge, we are the
first paper to study how to integrate resources of ubiquitous
PCs against network security problems in P2P networks.

The rest of the paper is organized as follows. The proposed
collaborative network security platform is described in sec-
tion II. The designed defensible services are described in III.
The implementation of collaborative application and experi-
ment are presented in section IV. Finally, some concluding
remarks and future work are given in section V.

II. COLLABORATIVE NETWORK SECURITY PLATFORM

In this section, we first introduce the model of the proposed
network security platform. Then we describe the function of
components in it, system operation and implementation in
detail. Consider the trade-off between centralized and dis-
tributed P2P systems, the proposed network security platform
(Figure I) is adopted to be similar to KaZaA [15]. The
members of platform are bootstrap server, P2P hub nodes,
and P2P agents nodes. The bootstrap server is initialized first
when system is starting. It maintains the authorities of joining
nodes, the list of P2P hub nodes, and (private/public) keys for
secure information exchange. The role of P2P hub nodes are
as cluster leaders in KaZaA, which maintain the IP addresses
of their owned P2P agent nodes and associated resources-
sharing. To prohibit the misuse of resources-sharing, peers in
the proposed P2P system are classified into three categories,
namely Service Passive Agent (SPA), Request Active Agent
(RAA), and Publish Active Agent (PAA). SPA can provide
services for RAA which can issues the request to solve
network security problems. Besides the function of SPA and
RAA, PAA can publish new defensible services to enhance the
capability against network security problems for the proposed
platform.

A. Secure Message Exchange

To protect message exchange among the peers in the
proposed platform, typical technologies of symmetric and
asymmetric keys protection are applied. The messages of
requesting to collaborate on network security from RAA and
publishing new defensible services from PAA are protected
with high precedence by asymmetric keys. The protection of
the others message exchange is adopted by symmetric keys.

The peers joining the platform are to be as SPAs by default.
SPAs can request bootstrap server to be as RAAs or PAAs.
All kinds of agents have to register in bootstrap server and
then get the corresponding keys from it as follows.

o SPA get a private key to decrypt request messages issued
by RAA, a private key to decrypt the published messages
issued by PAA, and a pair of symmetric keys for others
messages exchange.

« In addition to the keys SPA have, RAA has a private key
to encrypt request messages in asymmetric way before
they are transmitted.

e PAA has the function of SPA and RAA. Besides those,
it can publish new defensible services for sharing in the
platform. PAA will get an extra private key to encrypt
the message of publishing new service.

Every key is with a default value of time-to-live (TTL).
The default value is 24 hours. Public keys used to decrypt the
receiving messages are managed by bootstrap server. P2P hub
nodes take responsibility to get new public keys from bootstrap
server and forward them to their owned agents before TTL of
public keys is ten minutes left. In this way, public keys in
agents can be renewed when TTL of public keys is time out.
Due to the private keys are assigned by the role of agents,
agents need to get their new private keys from bootstrap server
under password authentication. In similar renewal of public
keys, agents (SPA, RAA, and PAA) will get their new private
keys before TTL of private keys is five minutes left.

B. System operation

The bootstrap server is initialized first when the collabora-
tive network security platform is starting. One peer can request
it to acquire an account to join the platform and to be SPA
by default. Simultaneously SPA can get an identification (ID)
number and the list of hub nodes existing in platform from
bootstrap server. If none of hub nodes exists, the SPA will
become the first one hub node. Otherwise, SPA measures hop
counts between it and hub nodes in the list. Then SPA selects
exactly one hub node closest to it and to be its member. But
when the selected hub node is too far from the SPA or the
members of it is too many (ex. over than 50), the SPA will
become a new hub node under load balance consideration.
When hub node leaves the platform, members of it will rejoin
the platform after random time. SPA can request bootstrap
server to be RAA or PAA and get related keys.

C. Implementation of Agents and Dynamic link library

In this paper, the bootstrap server, P2P Hub nodes, and
three kinds of agents (SPA, RAA, PAA) are implemented by
BIGSPEED peer-to-peer SDK [17] in Microsoft XP operating
system. The programs are coded in Borland Delphi 7 and
the functions of Winpcap [18] library are applied to capture
packets passing through network interface. For convenient to
make use of the proposed platform, a shell-like command-
line is designed to send messages for requesting services or
publishing new defensible services. In addition, a dynamic
link library, “P2Pdefense.dll”, is provided such that users
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can develop collaborative network security applications easily
by calling the developed functions in it. Users joining the
proposed platform can share their designed defensible services
or package them into "P2Pdefense.dll”. It can be expected that
network security problems can be solve efficiently when more
users (peers) participate and share their defensible services in
the platform. We briefly show our implementation as follows.

1) Bootstrap Server: The graphic user interface (GUI) of
bootstrap server is implemented as Fig. 2. The joining agents
and existing hub nodes are maintained by bootstrap server.
Their names, IP address, and port number are displayed on
the left part of GUI. The log of connections from peers is
showed on right part of GUI. The login accounts of Peers can
be set by the GUI of bootstrap server.

2) P2P Hub Nodes: Agents connecting to the hub node are
displayed on right part of GUI in P2P hub node as Fig. 3. The
log of connections from agents is showed on the right part of
GUL

3) Agents: The GUI of SPA, RAA, and PAA are showed
in Fig. 4, Fig.5, and Fig. 6 respectively. All of agents have
the common way to send messages by a shell-like command-
line named as "P2P Message Commander”. Compound mes-
sages are allowed in command-line. A semicolons is used to
separate two different sending messages. For different kinds
of agents, the commands of sending messages by command-
line are listed in table 7. SPAs can only chat with others
agents connecting to the same P2P hub node. The chatting
message can be composed of the reserved word "MSG”, <
Name of Agent>, which agent wants to talk, and < Text>,

the transmission message. RAAs can request other agents to
provide services but they can not publish new services. The
message of requesting service is composed of the reserved
word "RUN”, <hop count>, <service>, and <parameters
list>. When hub node receives the request message, it will
decrease the value of <hop count> by one and forwarding it
to their neighboring hub nodes if that value is not zero. The
request message will be broadcast when the value of <hop
count> is set by ”-1”. The name of requesting service and its
related parameters are encoded in <service> and <parameters
list> respectively. When agents receive the request message,
they will automatically search and get the request services in
the proposed platform if they still don’t have the services. To
collect the log of services execution from agents, we have
designed the command "BACK Log”, which can transmit log
file back to the RAA (or PAA). The log file is named as
the IP address of requesting agent (RAA or PAA) plus ID of
agent executing the request service. Therefore, the requesting
agent can distinguish where the log files are from. In addition,
RAA can control the duration of executing service in agents
by the command “Time limit <number of minutes>", which
can limit the service execution time for an assigned number
of minimums. Besides the commands of RAA, PAA can use
the command “Publish <Name of Service>" to publish new
service. For example, a PAA with IP address ”140.126.130.5”
wants to publish a new service named as “sniff.exe” and ask
other agents in platform to run this service for three minutes.
The log file of sniff.exe is need to transmit back to the PAA.
The messages of command-line in the PAA are to be "Publish
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SPA MSG < Name of Agent> SPA can chat with agents
<Text> belonging to the same hub node.
RAA/ |RUN <Hop Count> <Service > | RAA/PAA can request agents
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assigned service.
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Fig. 7. The commands in command-line

sniff.exe;RUN -1 sniff.exe 140.126.5.100;Time limit 3;Back
Log”, where the ”140.126.5.100” is the parameter of service
“sniff.exe”.

The command-line in agents can provide an convenient
way to use the collaborative network security platform to
defense network security problems. To make the development
of collaborative network applications easily, we package basic
functions of the proposed platform into a dynamic library
named as “P2Pdefense.dll” in Fig. 8.

I1I. IMPLEMENTATION OF DEFENSIBLE SERVICES

The basic idea of this paper is that the joining nodes in
the proposed platform can design defensible services and
publish them for sharing under secure control. The published
services can also be packaged into a dynamic library for
sharing. Based on the published services and dynamic library,
collaborative network applications can be developed easily to
solve the network security problems on demand. The software
architecture of developing collaborative network applications
is showed in Fig. 9.

The main members of the collaborative network security
platform are ubiquitous PCs. A general PC can be given
with defense ability by installing some services (software)
such as PC-based IDS, anti-virous system, and so on. Pcs
joining the proposed platform could be the defense nodes. We
hope a defense node can secure not only itself but also its
neighboring nodes to defense network security collaboratively.
To realize the capability, the defense node must have the ability
to investigate packets passing through network interfaces of its

Functions
Int Startnetwork(char *loginame, char *password)

Descriptions
Login the platform

Int SendCommand( char * command) Sending commands

Int Chat(char *AgentName, char *chatmessage) Chatting with agents
Int SendFile(char *AgentName, char *filename) Sending files to
agent

Int Download(char *AgentName, char *filename) Download files from

agents
Int Search(char *AgentName, char * keyword,char *fileLists) | Searching files
Int Stopnetwork() Logout platform
Fig. 8. The functions of P2Pdenfense. DLL

Shell (Commands )

Collaborative Network Security Applications

User Defined
Services

P2P Collaborative Network Security Platform

Fig. 9. Architecture of P2P Network Security Platform

neighboring nodes. By a network switch with mirror functions,
packets can be copied and forwarded to an assigned mirror
port which the defense node connects to. But its not practical
because not all of network switches have the mirror function
and mirror port should be configured manually or by network
management protocols. Without the assistance of network
switches, how to forward packets needed to be investigated
to the defense node is a challenge.

By cheating of APP and RARA [19] protocols, we have
successfully designed the virtual gateway service which can
let the defense node with capability to investigate packets
passing through its neighboring nodes. The defense node
with virtual gateway service can reply ARP packets to cheat
their neighboring nodes of the gateway is the defense node.
Therefore, all packets from neighboring will be forwarded to
the defense node. To let the packets destined to neighboring
nodes forward to the defense node, we can cheat the real
gateway of the MAC addresses of neighboring nodes are the
defense node by ARP packets. All packets from or to the
neighboring nodes will be forward to the defense node with
virtual gateway service as the display of Fig. 10

After the packets are forwarded to the defense node by
virtual service, the defense node still needs to capture the
receiving packets and then investigate which packets are
malicious. If the packets are normal traffic, they should be
forwarded to their original destination nodes. Otherwise, ma-
licious packets should be filtered and the related information
such as source IP address of packets and their types should be
logged. Thus, we implement the function of packets sniffing by
winpcap library. Based on the packets sniffing, useful services
of packet forwarding, filtering, and logging are developed for
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the proposed platform.

IV. AN EXPERIMENT AGAINST TCP SYN FLOODING
ATTACK

To demonstrate the proposed collaborative network security
platform and our implementation, we set the experiment of
three LANs shown in Fig. 11. P2P hub node is located in
LANI1. There exists a SPA in LAN1 and LAN?2 respectively.
A PAA and the victim which is also RAA are located in LAN3.
These four agents belong the same P2P hub node.

To defense the TCP SYN attacks, we have designed
the packet filtering service named as “packet filtering”
which can drop the SYN segments. The PAA can pub-
lish the designed services by command-line, i.e., "Publish
virtual_gateway.exe;Publish packet_filtering.exe”. The SPAs
and RAA can get these two services by searching in P2P hub
node and download them from PAA.

There are four attackers distributed in three LANs. Each
attacker sends the TCP SYN attack to the victim for requesting
TCP connections thirty times per ten seconds. To detect the
attack of TCP SYN flooding, a simple detecting program of
counting number of TCP SYN segments is developed. The
attack of TCP SYN flooding is identified when the number of
receiving TCP SYN segments is over 100. In our experiment
scenario, four attackers are starting to attack the victim by
sending TCP SYN segments. After 30 seconds, the victim
starts the detecting program to detect the TCP SYN flooding

140
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Fig. 12.  The number of TCP SYN segment is received in the victim
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Fig. 13. The log file of from PAA in LAN3

attack and requests other agents to defense the attack col-
laboratively. Therefore, the victim sends the request message
”RUN -1 packet_filtering 140.126.130.41 80 TCP_SYN;Back
Log;Time Limit 3” in command-line. The first parameter
”140.126.130.41” in the parameters of packet_filtering is the IP
address of victim. The second parameter ”80” means the port
number and the last parameter is used to indicate which type
of traffic is needed to be filtered. That is the victim requests
agents to monitor the packets destined to the victim on port
80 and filter the TCP SYN segments.

When agents in different LANs receiving the request mes-
sage by P2P hub node, they will try to be the virtual gateway
by running “virtual_gateway.exe”. If there exist one virtual
gateway, agents will give up to be a virtual gateway. In the
current version, multiple virtual gateway for load balance
within a switch is not supported. In our experiment, each LAN
has one the virtual gateway running as in Fig. 11.

Figure 12 shows the number of TCP SYN segments is
received in the victim. The victim RAA executes the detecting
program after attacks are starting for 30 seconds and then
requests agents to defense the attack collaboratively. From this
figure, we can observe that the number of TCP SYN segments
is decreasing at 90 seconds because the malicious TCP SYN
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segments are filtered by the virtual gateway distributed dif-
ferent LANs. Besides that, the attackers can be traced by the
log file transmitted back by virtual gateways. Fig. 13 shows
that the attacker 4 in LAN3 with IP address ”140.126.130.73”
is sending TCP SYN segments to the victim with IP address
”140.126.130.41”.

V. CONCLUSIONS AND FUTURE WORK

To solve network security problems efficiently, it is not
enough to make good protection at nodes or protect networks
from outside attacks. Many network security problems should
be solved efficiently in collaborative approaches which can
integrate various resources over internet to defense network
security. We have designed and implemented a collaborative
network security platform based on KaZaA-like P2P system
to solve intranet network security problems especially. Ubig-
uitous PCs are the main member of the proposed platform. To
let PC nodes with defense ability, we have designed defen-
sible services including the virtual gateway service, packets
sniffing, forwarding, filtering, and logging services. Without
the assistance of network switches, a general PC joining the
platform can be the virtual gateway to investigate the packets
from other nodes and then filters the malicious packets. An
experiment against TCP SYN flooding attack is demonstrated.
The victim can be protected from the TCP SYN flooding attack
efficiently. It can be expected that network security problems
can be solved efficiently when more ubiquitous PCs join the
proposed platform and share their designed defensible services
and applications by the power of resources sharing in P2P
system.

In the future, the GUI of agents will be improved. The load
balance of virtual gateways will be considered. Multiple virtual
gateways will be supported such that one virtual gateway can
only take responsibility to investigate packets from part of
nodes within a switch. Based on assistance of the distributed
virtual gateways over networks, an interesting problem how to
trace the attack origins as soon as possible is worth exploring.
Besides that, we can also consider let network switches join
the proposed platform. The virtual gateway service may be
implemented in network switches. It will be convenient to trace
the attack origins in intranet even only part of switches with
virtual gateway service.
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