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To solve the DoS/DDoS problems efficiently, the first
things i1s to locate the attack origins and then
cooperate the filtering-enabled routers nearby to
filter the abnormal packets in time. But the original
routers can’ t provide these functions such as
tracking, filtering, and etc. They have to be
enhanced with additional functions to defense
DoS/DDoS attacks. We refer the enhanced routers to as
tracers. But the performance of locating attack
origins will depend on the number of deployed tracers
and location of them.
In our previous work, tracers are placed to surround
a network area which we referred to as protection
area. Attack path can be guaranteed to travel at
least one tracer within a limit hop count and attack
origins can be traced back to which protection area
1s. But the cost of searching attack origins will be



high once the number of nodes in protection area is
too many. In this project, we proposed five methods
to improve previous work by bounding the number of
nodes in each protection area. Simulation results
show that our proposed methods can limit the number
of nodes in protection areas with little extra
tracers compared to previous work.

Tracers, DDoS



?ﬁ%@iﬁ?iﬁé%%?i%i&%ﬁ%
VA 575 DDoS s R M HBEF E R4~ (1D
4 %EL  NSC 99-2221-E-216 -017 -

HFHL 99 & 87 1p3T99#10" 31p

AFA T AT IR PESFFaag
E-mail: chwang@chu.edu.tw

Y £

L 5 »cf24DoS/DDoSehR 3L 0 § L F B FlscF Kk o TR AT AL F 38 R
it d B TR A VAo o A EARF RNRE T 2 BRI o
B oeoiid BT 7 EF RO Epite TR0 0 AP IR AR BH A AT 0 KL
FRTH P Ay oELd B AV i R R AR o AR m s KR BT o R B E iR
EAakenizd LLARM e

EAPEALRATY > PHRERES A FTEARRFFOLE O APHL RS REFR
BoFEa? NY REFRS AT R RPN 0 3D EE- BT i B
DB RRTEH R I BERETRSN G RE RSN S RETE S EE ?‘U?
TR S A RIEFFRR - A HY O APRNTI B2 ReF AT ¥ fREOR AL
?&$$¢§§’%ﬁ%J&@éﬁ%%@m*%m&g’u T K R P E A A
;gr_; Wi E APRNPFESE S WZRHAFH RN HRES A F G o U R R
BN S ERRE -

Fe R

To solve the DoS/DDoS problems efficiently, the first things is to locate the attack origins and
then cooperate the filtering-enabled routers nearby to filter the abnormal packets in time. But the
original routers can’t provide these functions such as tracking, filtering, and etc. They have to be
enhanced with additional functions to defense DoS/DDoS attacks. We refer the enhanced routers to as
tracers. But the performance of locating attack origins will depend on the number of deployed tracers
and location of them.

In our previous work, tracers are placed to surround a network area which we referred to as
protection area. Attack path can be guaranteed to travel at least one tracer within a limit hop count
and attack origins can be traced back to which protection area is. But the cost of searching attack
origins will be high once the number of nodes in protection area is too many. In this project, we
proposed five methods to improve previous work by bounding the number of nodes in each protection
area. Simulation results show that our proposed methods can limit the number of nodes in protection
areas with little extra tracers compared to previous work.
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Abstract—To solve the DoS/DDoS problems efficiently, the first
things is to locate the attack origins and then cooperate the fil-
ter(s) nearby for dropping abnormal packets in time. The original
routers can’t provide these functions such as tracking, filtering,
and etc. They have to be enhanced with additional functions
to defend DoS/DDoS attacks. We refer the enhanced routers as
tracers. According to the characteristic, cost and necessity of
tracers, three kinds of heterogeneous tracers are selected, namely
tunneling-enabled tracers, marking-enabled tracers and filtering-
enabled tracers. The tunneling-enabled tracers with the lowest
cost can alter the path of the passing packets to destination easily.
In this paper, we study how to use tunneling-enabled tracers
efficiently to forward packets to the best marking-enabled or
filtering-enabled tracer for locating attack origins and filtering
abnormal packets in time. Four methods are proposed and
compared with the optimal solution. The fourth method with the
assistance of marking-enabled tracers has the best performance
of protecting network bandwidth by simulation result.

Index Terms—DDoS, Tracers

I. INTRODUCTION

The network security problems accompanied with network
technology occur continuously. One of serious network secu-
rity problems is Distributed Denial of Service (DDoS) ([1],
[2]) attacks. The DDoS attacks pose a great threat to the
Internet. They are growing rapidly and always embedded in
worm-based viruses, resulting in being deteriorated internet
security. They always paralyze the services which network
nodes can provide and occupy the network bandwidth by
sending volumes of traffic to the victim. How to defend the
DDoS attacks is a challenging issue for network security
problem.

The key to defend DDoS attacks is to find the attack origins
and then filter attack traffic as early as possible. Because the
log of attack origins can be used to be evidences for post-
attack law enforcement. Besides, if the attack origins can
be located on demand during the attack, the anomaly attack
packets can be blocked as early as possible by co-operative
filtering-enabled tracers distributed over the Internet. Therefore
the network bandwidth among the attackers and its target can
be prevented from being occupied by attack packets.

It is surprisingly difficult to identify attack origins due to
the stateless characteristic of Internet Protocol (IP). Packet
forwarding at routers is determined by the destination IP
address. In general, routers without input debugging capability
will not record which interface is incoming and outgoing for
a packet. The origin of a packet can not be identified by the
source IP address since it can be spoofed easily by the sender.

*This research is supported by the National Science Council, Taiwan,
R.O.C., under grant NSC 99-2221-E-216-017-
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Though the attack origins can be identified by hop-by-hop
tracing when routers have input debugging capability, the time
needed to locate the attack origins may be too long to block the
anomaly traffic in time. To locate the attack origins efficiently,
the function of router should be enhanced to assistance in
tracing attack origins.

The IP traceback [3] technology is applied to identify the
attack origins and block the attack traffic. It usually relays
on enhanced routers to assist in tracing the path traversed
by attack traffic and then identify the machines that directly
generate attack packets. In this paper, we refer to the enhanced
routers which provide tracing or filtering service as tracers.
Many techniques for IP traceback with tracers assistance have
been proposed in the literature [4-22].

According the functions of tracers used in the methods of
IP traceback [4-22], the tracers can be classified into five
categories as follows.

o Marking-enabled tracer [4-11]: It can mark the incoming
packets with tracing information such as partial of its
router address or link information. The victim may trace
the attack nodes by the collection of enough marked
packets.

o ICMP-enabled tracer [12-14]: It can generate ICMP
traceback message destined to the same as the incoming
packet with a low probability. The victim can reconstruct
the complete attack path by the received enough ICMP
messages.

o Logging-enabled tracer [15-18]: It can log and store the
digests of packets. A single packet where it is original
from can be traced by query the logging-enabled tracers
over the networks. The processing load of storing the
digests of packets and extra hardware cost for tracers
should be considered.

o Tunneling-enabled tracer [19-21]: It can redirect packets
to alternate routing path by tunneling an extra IP header
on original packets.

o Filtering-enabled tracer [21-22]: It can recognize and
drop abnormal packets. Filtering-enabled tracers are ex-
pected to be deployed nearby where attack origins are for
the protection of network bandwidth.

To defend DDoS attacks, different functions of tracers are
needed to be deployed. From the discussion of tracers as
above, the tracers with function of tracking and filtering are
necessary requirement. The former three kinds of tracers can
be used for tracking attack origins. The marking-enabled trac-
ers are adopted since less overhead will be added to the routers.
To protect network bandwidth, filtering-enabled tracers are
necessary even though cost of them is high. In addition, we



need the tracers with the function which can redirect traffic
to the marking-enabled tracers or filtering-enabled tracers.
The technology of IP-tunneling can redirect traffic without
changing the existing routing protocols. Fortunately, most of
router are built-in the function of IP-tunneling, which can also
be added by a hardware interface provided by the company
such as [23] easily. In summary, three kinds of heterogeneous
tracers are selected to defend DDoS attacks in this work,
namely tunneling-enabled tracers, marking-enabled tracers and
filtering-enabled tracers.

Under cost consideration, it is hard to upgrade all routers
to be tracers in short-term. There might be only partial
tracers implemented in the networks. No matter how novel IP
traceback techniques are, it will be useless when attack traffic
does not pass through any deployed tracers. There exists two
facts which will affect the performance of defending against
DDoS attacks. The first is that attack origins may not be
located once the attack traffic does not pass through any tracers
with function of tracking. The second is that the attack packets
can not be filtered if they do not pass through any filtering-
enabled tracers. Although a good placement of tracers may
improve these two problems, it’s not enough to solve DDoS
attacks efficiently. Because the two facts may still exist when
only partial tracers are deployed in the networks. This motives
us to think the problem how to make attack traffic passing the
deployed tracers such that attack origins can be traced and
attack traffic can be filtered in time.

In this paper, we study how to use tunneling-enabled tracers
efficiently to redirect traffic to marking-enabled tracers or
filtering-enabled tracers to defend DDoS attacks. If abnormal
packets are forwarded to their neighboring filtering-enabled
tracers or marking-enabled tracers, the network bandwidth can
be protected and attack origins can be tracked in time. Since
the tunneling-enabled tracers have no ability to recognize
which packets are abnormal, the normal packets may be
redirected to longer path to destination. It results in wasting
network bandwidth, especially when no attacks happen. The
issue how to decide whether packets are redirected or not
and the problem how to select the best forwarding candidate
of filtering-enabled or marking-enabled tracers will affect the
performance of protecting network bandwidth. But these prob-
lems have never been discussed in previous related work [19-
22]. To protect network bandwidth, four methods are proposed
and compared with the optimal solution. The fourth method
by the assistance of marking-enabled tracers has the best
performance by simulation result.

The rest of the paper is organized as follows. The problems
of defending against DDoS attacks by heterogeneous tracers
and analysis of performance are discussed in section II. The
proposed methods are described in section III. Simulation
results are presented in section IV. Finally, some concluding
remarks and future work are given in section V.

II. THE PROBLEMS AGAINST DDOS ATTACKS BY
HETEROGENEOUS TRACERS

Due to the cost consideration, only partial routers are
supposed to be upgraded as tracers against DDoS attacks.
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Three kinds of tracers with different functions are considered,
namely tunneling-enabled tracers, marking-enabled tracers and
filtering-enabled tracers. Only few of routers will be upgraded
to the filtering-enabled tracers due to high cost of them. The
attack flow is supposed that it can be tracked by the first
marking-enabled tracer which the attack traffic meets. The
tracking method can be found in our previous work [11].
The cost of upgrading routers to be heterogeneous tracers in
order is filtering-enabled tracers, marking-enabled tracers, and
then tunneling-enabled tracers. In reality, most percentage of
deployed tracers in networks will be tunneling-enabled tracers
due to low cost of them. It’s reasonable that the number
of marking-enabled tracers is more than the filtering-enabled
tracers.

Three kinds of heterogeneous tracers are supposed to be de-
ployed randomly in networks. Since most of deployed tracers
are tunneling-enabled tracers, traffic may have high probability
of passing them compared to the others two kinds of tracers.
To defend DDoS efficiently, tunneling-enabled tracers can be
used to redirect traffic to marking-enabled tracers and filtering-
enabled tracers for tracking and filtering.

The purpose of redirecting packets to marking-enabled
tracers is trying to find attack origins. In fact, only a few
of marked packets with tracing information are enough to
trace attack origins [9]. Tunneling-enabled tracers can redirect
packets to making-enabled tracers nearby in low probability.
In this way, the wasting bandwidth by tunneling for tracking
attack origins will be limited. Therefore we will focus on the
issue how to choose the best filtering-enabled tracer which
packets will be redirected to.

Comparing with the original situation which no tracers
are deployed, bandwidth are expected to be protected by the
assistance of tunneling-enabled and filtering-enabled tracers.
Since tunneling-enabled tracers have no ability to recognize
which packets are abnormal, we have two problems how to
decide whether passing packets are redirected or not and how
to select the best filtering-enabled tracer. To help us to analyze
and solve these two problems, the object function is defined as
the difference in network bandwidth consumed without tracers
and with tracers.

To define the object function, some notations and definitions
are given as follows.

o The tunneling-enabled tracer, 7;.

o The candidate for filtering-enabled tracer which packets

will be redirected, F;.

o The victim node, V;

o The number of data packets passing through 7; are
supposed to be D,

o The average length of packet, /.

o The shortest hop distance between any two nodes a and
b is denoted by d(a,b).

o The percentage of normal packets in D,, is supposed to
be a. That is the percentage of abnormal packets in D,
is1—a.

o The probability of redirecting data packets to F; by T; is
denoted by P..

o The network bandwidth occupied by normal packets and
abnormal packets are B,, and B, respectively.



Tunneling-enabled tracer T;

Filtering-enabled tracer F;

Victim Vi

Fig. 1. Packets redirection to filtering-enabled tracer by tunneling

o The object function, Bs(D,, o, ;)

From the definition as above and Figure.l, we can analyze
the network bandwidth consumed by the effect of tunneling.
The network bandwidth occupied by normal packets and
abnormal packets can be computed respectively as follows.

d(T;, V;))

o Ba=1loDy-(1—)(Pr-d(T;, Fi)+ (1 - P)-d(T;, V;))

Therefore the occupied network bandwidth with tunneling
and filtering by tracers is B, + B,. we have,

B7L+Ba - la'Dp(Pr'd(TiaFi)+a'P7"d(Fia‘/'L)+(1_
Py) - d(T3,V5))

The network bandwidth occupied by D,, from T; to V; is
lo - Dy - d(T;, V;) without any redirection. The object function
of saving networks bandwidth can be computed as follows.

Bs(Dpaaap’r)

= la : Dp : d(Tz> V?) - (Ba + Bn)

=lq- Dp : (d(Ti7 Vi)(P'r + (1 - Pr)) - (Ba + Bn)

= la-Dp-Pr-d(Ti,Vi)—la-Dp-Pr(d(Ti,F,-)—Foz-d(Fi,Vi))
=1y Dy~ Po(d(T3, Vi) — (d(T3, F) + o~ d(F;, Vi)

From the object function, we can see that Bs(D,, a, P;)
depend on P, and a. When « is small, it means that the
situation of attacks is serious. Let P, = 1 enable tunneling-
enabled tracers always works to redirect abnormal traffic to
filtering-enabled tracers nearby, the saving bandwidth can be
maximum. If no attacks happen (i.e., a = 1), the redirection
of packets will have no benefit because we can see that
d(T;, Vi) < d(T;, F;) + d(F;,V;) in Figure. 1. It’s hard to
predict the situation what a degree of network attacks is.
The value of « can not be controlled, while the probability
of redirecting data packets can be controlled by tunneling-
enabled tracers easily. The methods how the tunneling-enabled
tracers decide whether redirect passing packets or not are
proposed in the next section.

Since packets being redirected still can not be distinguished
which packets are abnormal by the proposed methods, the
normal packets may be redirected to alternative path. To
reduce unnecessary bandwidth consumed, the difference in the
length of alternative path and original path is expected to be
minimum. Therefore the best candidate for filtering-enabled
tracer can be selected by minimizing the difference in hop
distance of path to destination with redirection and without
redirection. That is to find the filtering-enabled tracer which
can minimize {d(T;, F;) + d(F;, Vi) — d(T;,V;)}.
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III. DECISION WHETHER PACKETS ARE REDIRECTED OR
NOT

From the discussion in previous section, packets are ex-
pected to be redirected to filtering-enabled tracers when the
situation of attacks is serious. On the contrary, packets should
not be redirected when no or few attacks happen. Based on
this principle, four methods how to decide whether packets
are redirected or not are proposed as follows.

o All-tunneling: All packets passing tunneling-enabled
tracers are redirected to the best filtering-enabled tracer.
The benefit of this method is that all abnormal packets
can be filtered. Network bandwidth may be wasted when
no attacks or few attacks happen.

o 50%—tunneling: The passing packets will be redirected
by tunneling-enabled tracers in a half probability. It may
reduce the wasting bandwidth when few attacks happen
but abnormal packets may not be blocked before the
victims.

o Dynamic tunneling: The probability of redirecting pack-
ets is updated dynamically according to the feedback
from filtering-enabled tracer which packets will be redi-
rected to. Since only filtering-enabled tracers can rec-
ognize which packets are normal, the ratio of abnor-
mal packets to packets from each associated tunneling-
enabled tracer can be computed individually. The ratio
is supposed to return to its associated tunneling-enabled
tracer and being used to the probability for the decision
whether passing packets are redirected to or not. This
method may reduce the wasting bandwidth and filter most
of abnormal packets before the victims.

« Marking assistance tunneling: The function of marking-
enabled tracers can trace attack origins. In our previous
work [11], the attack origins can be traced by their first
met marking-enabled tracers. The upstream tunneling-
enabled tracers of the making-enabled tracers which do
not find any attack origins can be turned off to reduce
their overhead. The method of marking assistance tun-
neling is designed to turn off tunneling-enabled tracers
which no attack flows will be passing through. The
probability of redirecting packets is the same as dynamic-
tunneling method.

IV. SIMULATION RESULTS

In this section, simulations are performed to study the
performance of the proposed four methods in previous section.
To simulate internet topology, the real-word internet topologies
from the skitter database [24] is used to generate random
graphs. Each link has a cost of one hop count. The dynamic
change in the configuration of routing path is not considered
in our simulation. The routing table at each router is assumed
to be maintained by shortest path routing algorithm. Number
of nodes in the networks is from 1000 to 5000. For each data
point, twenty random graphs are generated.

One hundred of number of nodes are randomly selected
as attack nodes and victims are randomly selected from the
others. 10000 packets are simulated for each random graph.
The percentage of attack traffic is from 30% to 90%. If the
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percentage of attack traffic is 30%, it means that there are
3000 abnormal packets. The source node of abnormal packets
are randomly selected from the 100 attack nodes.

The main performance metric is the total number of hops
that packets travel paths in the networks. For the purpose
of comparison, the original hop counts that packets travel
paths without any redirection is measured. In addition, we also
implement the optimal method which normal packets will not
be redirected and abnormal packets will be redirected to the
best filtering-enabled tracer.

There are three kinds of heterogeneous tracers are deployed
randomly. The total number of tracers is a half of number
of nodes in the networks. To show the simulation results,
the notation of tracers are simplified. The tunneling-enabled
tracers, filtering-enabled tracers, and making-enabled tracers
are represented by T, ”F”, and "M” respectively in the
following figures. For example, 20%F means that twenty
percentage of all tracers are filtering-enabled tracers.

Fig. 2 shows the performance of all-tunneling method when
the percentages of attack traffic are from 30% to 90%. The
tunneling-enabled tracers is 80% and filtering-enabled tracers
is only 20% in all tracers. From this figure, we can observe
that all-tunneling can redirect abnormal packets for filtering
efficiently when the attack traffic is more than 40%. The
performance for 30% attack is less than the original method
without any redirection. This is because most of packets are
normal and redirected to longer path. The wasting bandwidth is
more than the saving bandwidth by filtering abnormal packets.

In Fig .3, 50%-tunneling and optimal methods are also
simulated in 30% attack traffic. In the environment 80%T and
20%F, the performance of 50%-tunneling method is better than
original method but still worse than the optimal method. One
half of packets are redirected to filtering-enabled tracers in
50%-tunneling method. It can reduce the wasting bandwidth.
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There another reason that causes unnecessary redirection may
be too many deployed tunneling-enabled tracers. The percent-
age of tunneling-enabled tracers from 40% to 60% are also
simulated. From Fig .3, we can also see that the performance
is improved when number of tunneling-enabled tracers is
decreased. The performance gap between them and the optimal
method is still large.

In Fig .4, the performance of dynamic tunneling method
is better than the others but optimal method in 30% attack
traffic. This because dynamic tunneling method can avoid most
of unnecessary redirection of normal packets by the feedback
from filtering-enabled tracer which packets are redirected to. In
the environment 80%T and 20%F, the performance of dynamic
tunneling method is better than 50%-tunneling method. We can
also observe that the performance is improved when number
of tunneling-enabled tracers is decreased. In 40%T and 20%F,
the performance of dynamic tunneling method is close to the
optimal method when number of nodes is 3000.

In Fig. 5, marking-enabled tracers help to turn off tunneling-
enabled tracers which no attack flows are passing through.
In the environment 60%T, 20%F and 20%M, the marking
assistance tunneling is simulated in 30% attack traffic. From
this figure, we can see that the performance of marking assis-
tance tunneling is better than the others and the performance
of dynamic tunneling is close to it. Since tunneling-enabled
tracers which no attack flows are passing through can be
turned off, the normal packers passing the disabled tunneling-
tracers will not be redirected absolutely. Therefore unnecessary
wasting bandwidth can be avoided. This is the reason why the
performance of marking assistance tunneling is better than it
of dynamic tunneling.

Fig. 6 shows the performance of proposed methods for
different percentage of attacks from 30% to 90% in the
environment 60%T, 20%F, and 20%M. The number of nodes
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in the network is 5000. The performance of all-tunneling is
worse than the original method only when attack traffic is 30%.
All of the proposed methods have better performance than the
original method when attack traffic is more than 30%. The
performance of marking assistance tunneling is better than the
others but the optimal method.

The marking assistance tunneling method not only has better
performance than the other proposed method but also can
reduce the overhead of tracers. By the assistance of marking-
enabled tracers, tunneling-enabled tracers which no attack
flows are passing through can be turned off. Fig. 7 shows
that the ratio of active tracers is decreased as percentage of
marking-enabled tracers is increased from 20%M to 40%M in
50% attack traffic when number of nodes is more than 2000.
The probability of detecting no attack flows will be increased
when number of marking-enabled tracers is increased. That
is more tunneling-enabled tracers which no attack packets are
passing through can be found and turned off.

V. CONCLUSION AND FUTURE WORK

To defend DDoS attacks efficiently, three kinds of het-
erogeneous tracers upgraded from routers are proposed. Due
to the cost consideration, there may only few of filtering-
enabled tracers deployed in the networks, while low cost of
tunneling-enabled tracers can be deployed easily. In this paper,
we study the problem how to use tunneling-enabled tracers
efficiently to redirect traffic to marking-enabled tracers or
filtering-enabled tracers for tracking attack origins and filtering
abnormal traffic. The marking assistance tunneling method has
better performance than the other proposed methods. It can
also locate attack origins and reduce the overhead of tracers.
Simulation results show that much of network bandwidth
can be protected even only 20% filtering-enabled tracers are
deployed. In future, the placement problem of heterogeneous

tracers will be considered. The issues how to guarantee that
abnormal traffic could be trackable and filtered in time will be
further studied.
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#l*~: atc2011@googlegroups. com
i g: ATC-2011 Status of paper 134

Dear Chun-Hsin Wang, Chuang-Yang Chiu:

First of all, thank you very much for submitting your paper to the 8th International
Conference on Autonomic and Trusted Computing (ATC-2011) to be held in Banff,
Alberta, Canada, Sep 02-04, 2011.

After collecting reviews, we are happy to inform you that your paper entitled

Paper ID: ATC2011-134
Title: Copyright Protection in P2P Networks by False Pieces Pollution
Authors: Chun-Hsin Wang, Chuang-Yang Chiu

has been accepted for inclusion in the proceedings to be published by Springer’ s Lecture
Note in Computer Science (LNCS). Below, you will find attached the reports of the
reviewers. Please consider the reviewers' comments carefully when preparing the final
version of your paper.

The camera-ready copy of your paper is required before July 3, 2011. We are so sorry to
give you only a week of time since we have extended the deadline and make the final
ready very close.

ATC-2011 site at http://cse. stfx.ca/~atc2011/ provides all necessary information such
as the author kit to prepare the camera-ready, and the detailed instructions for
conference registration. The hotel accommodation information will be available very
soon.

Please note that authors of registered papers, or at least one of them, are requested to
present their work at the conference, otherwise their papers will be removed from the
LNCS digital library after the conference.

Congratulations on your excellent work and we look forward to your participation in the
conference.
Best regards,



ATC-2011 Program Chairs
http://cse. stfx. ca/~atc2011/
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Abstract. In P2P networks, the typical methods of protecting copyright files are

to distribute false files with similar key words, the same file size and so on as the copyright files or publish
volumes of error messages to declare the location of nonexistent copyright files. These ways lead to the
difficulty in getting the copyright files for abnormal users. But these methods does not work in P2P networks
such as eMule and BitTorrent with commentaries on the shared files because users can sift the true files from
the false files or error location of the shared files by the commentaries. In this paper, a new technology of
copyright protection by polluting pieces of files is proposed. We distribute false pieces with the same
authentication keys as normal pieces but their contents are different, which is called the false pieces with
authentication collision. The abnormal users will keep sharing the false pieces of copyright files they have
since the false pieces can not be identified. People may have fun to download the copyright files but they can
not get the correct copyright files. Due to high cost of finding authentication collision for false pieces, the way
of embedding the found authentication collisions in the copyright files is also proposed. Extend simulations
show approximately 100 % protection of copyright files can be reached when the associated false pieces are
distributed early in time once the sharing of copyright files happened.
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# ﬁ-ﬁ: EDAS Conference Manager <help@edas-help.com> #*32 [EEE ICCT '11
<ieeeicct2011@sdu. edu. cn>

Ferpdh: 2001 &7 10pshprp T= 8:32

1ifi-ﬁ: Chun-Hsin Wang

# A~ : Da Chun Chang; ieeeicct2011@sdu. edu. cn

4 q: [IEEE ICCT "11] Your paper #1569467145 ( Heterogeneous Tracers Against DDoS
Attacks’ ) has been accepted

Dear Dr. Chun-Hsin Wang:
Congratulations - your paper #1569467145 ( Heterogeneous Tracers Against DDoS
Attacks’ ) for IEEE ICCT 11 has been accepted and you are invited to present your paper

in the 2011 13th IEEE International Conference on Communication Techonologies (ICCT).

Information about registration and camera-ready preparation will be updated in the
conference website later. Look forward to seeing you this September in Jinan, China.

The reviews are below or can be found at
http://edas. info/showPaper. php?m=1569467145.
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Abstract—To solve the DoS/DDoS problems efficiently, the first things is to locate the
attack origins and then cooperate the filter(s) nearby for dropping abnormal packets in time.
The original routers can’t provide these functions such as tracking, filtering, and etc. They
have to be enhanced with additional functions to defend DoS/DDoS attacks. We refer the enhanced
routers as tracers. According to the characteristic, cost and necessity of tracers, three
kinds of heterogeneous tracers are selected, namely tunneling-enabled tracers,
marking-enabled tracers and filteringenabled tracers. The tunneling-enabled tracers with the
lowest cost can alter the path of the passing packets to destination easily. In this paper,
we study how to use tunneling-enabled tracers efficiently to forward packets to the best
marking-enabled or filtering-enabled tracer for locating attack origins and filtering
abnormal packets in time. Four methods are proposed and compared with the optimal solution.
The fourth method with the assistance of marking-enabled tracers has the best performance
of protecting network bandwidth by simulation result.
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