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Abstract

Radio Frequency lIdentification (RFID) technology is applied in widespread scope. It provides
convenience and speedy to many business processes due to its characteristic of wireless transmission.
But the privacy and security for RFID is an important issue. However, conventional authorization
management of role-based access control cannot satisfy the privacy and security considerations for
more and more complex enterprise workflow while using RFID. Therefore, the access control for
using RFID enterprise has to refer the context information in order to authorize and control the RFID
reader permissions. It will make enterprise information resource with more perfect and safe access
control and authorization management.

This project mainly applies the context-aware role-based access control to RFID security
management in order to provide adequate authorization management while business adopts the RFID
technology in business processes. The research aspects include the following. (1) Defining the
authorization rules for each RFID reader based on its process in order to construct the separation of
duty; (2) Analyzing the context information affects the RFID reader access control and authorization
management; (3) Redesigning the permissions of each RFID reader for objects contained RFID tag on
whether there are duty-conflict relationships between RFID readers and related context information;
(4) Developing the prototyping system for retail business using RFID based on the context-aware

role-based access control model.

Keywords : Role-based Access Control, Context-Aware, Radio Frequency Identification,

Authorization Management
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